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Agenda

● Microsoft DHCP

● DNS Spoofing

● Privilege escalation

● Mitigations



Microsoft DHCP
• One of the most common 

DHCP servers on the 

market

• Decided to look at Active 

Directory integration



DHCP DNS Dynamic Updates

DNSUpdateProxy

DHCP Administrators



ADI-DNS
Every domain requires an Active Directory Integrated DNS 

zone



DNS Dynamic Updates
Every Windows host manages its own DNS record 



Secure Dynamic Updates
By default, DNS updates are Kerberos authenticated



Secure Dynamic Updates
Updates are authorized based 

on ACLs

Once created - every machine 

controls its own record



DHCP DNS Dynamic Update
DHCP feature to create a DNS record on behalf of DHCP 

clients



DHCP DNS Dynamic Update

3.DNS Update Request
Add PC.aka.test A

10.0.0.1

PC
10.0.0.1

DHC
P DNS



Performing Updates - 

Demo



DHCP DNS Dynamic Update Potential Impact

Default Enabled by default on Microsoft DHCP

Unauthenticated

Bypass ADI-DNS authentication 

requirement - any client can lease an 

IP address from the DHCP server



Abusing DHCP DNS Dynamic Updates
How can we abuse the ability to 

create DNS records?



Overwriting DNS Records



Working Towards Overwrites

2.DNS Update Request
Add PC.aka.test A

10.0.0.11
Authentication: DHCP$

PC
10.0.0.1

Owner: PC$

3.DNS Update Response
Refused

DHCP DNS



Working Towards Overwrites
The DHCP server will send a DNS Dynamic Update even if 

the record exists

ACLs are meant to stop overwrites 



Overwriting DNS Records
Records are owned by each individual client - DHCP 

server has no permissions

But what about the DHCP server own record?



DHCP Self-Overwrite

DHCP server 

doesn’t verify 

the requested 

FQDN

DHCP server 

owns its own 

DNS record

DHCP server 

uses its own 

permissions to 

update records

We can make the DHCP server overwrite its 

own record!



DHCP Self-Overwrite

2.DNS Update Request
Add DHCP.aka.test A

10.0.0.11
Authentication: DHCP$

DHCP
10.0.0.101

Owner: DHCP$

DHCP
10.0.0.11

Owner: DHCP$

DHCP DNS



DHCP Self-Overwrite
Intercept any communication destined for the DHCP server

Impact depends on other services hosted on the server



Domain Controller Self-Overwrite
Overwrite the DC record if a DHCP server is installed on 

it



DC Arbitrary Overwrite
DCs have write permissions 

on all the records in the 

zone - arbitrary DNS 

record overwrite!



DC Arbitrary Overwrite

2.DNS Update Request
Add AnyServer.aka.test A

10.0.0.11
Authentication: DC$

AnyServer
10.0.0.2

Owner: AnyServer$

AnyServer
10.0.0.11

Owner: AnyServer$

DHCP
+

DC
DNS



Attack Demo



DC Arbitrary Overwrite

Domain compromise from an unauthenticated 

context

Works with the default configuration

Seen in 57% of the networks that used 

Microsoft DHCP



DHCP DNS Dynamic Updates

DNSUpdateProxy

DHCP Administrators



DNSUpdateProxy
A group meant to solve permission-related 

issues

DHCP servers are added to the group



DNSUpdateProxy - Upgraded Client Problem

3.DNS Update Request
Add PC.aka.test A

10.0.0.1

PC
10.0.0.1

Owner: DHCP$

DHCP DNS



DNSUpdateProxy - Upgraded Client Problem

PC
10.0.0.1

Owner: DHCP$

DNS

1.DNS Update Request
Add PC.aka.test A

10.0.0.11
Authentication: PC$

2.DNS Update Response
Refused



DNSUpdateProxy
Group members create “special” 

DNS records

Authenticated Users have Write 

permission over the record



2.DNS Update Request
Add PC.aka.test A

10.0.0.1

PC
10.0.0.1

Owner: DHCP$
Auth Users: RW

DHCP DNS

DNSUpdateProxy



DNS Update Request
Add PC.aka.test A

10.0.0.66

PC
10.0.0.1

Owner: DHCP$
Auth Users: RW

DNS

DNSUpdateProxy

PC
10.0.0.66

Owner: DHCP$
Auth Users: RW



DNSUpdateProxy Bug
When DNSUpdateProxy members create their own records - 

they are also vulnerable 



DHCP DNS Dynamic Updates

DNSUpdateProxy

DHCP Administrators



DHCP Administrators
AD group that is used to manage DHCP server 

configurations



DHCP Admins to Domain Admins?



Abusing DHCP Options
The different configurations requested by DHCP clients



DNS Server Option
Defines the DNS server to 

be used by the DHCP Client

Also determines the server 

to be used for DHCP DNS 

Dynamic Updates!



DNS Server Option

DHCP



DNS Server Option

2.DNS Update Request

DHCP DNS

10.0.0.123DNS Server: 10.0.0.123



DHCP Coerce
Set our own machine as the DNS server

Coerce Kerberos authentication!

DHCP



Kerberos Relay
Kerberos authentication 

can be relayed to certain 

targets

ADCS – Web enrollment 

service



1. Modify DHCP Option

2. DHCP Coerce

3. Kerberos Authentication

4. Relay Authentication

5. Receive Certificate

6. Execute Code

ADCSDHCP



DHCP Coerce -> Kerberos Relay
• DHCP Administrators can compromise the machine 

account of the DHCP server (Given vulnerable ADCS)

• If the DHCP server is a DC - DHCP Admin == Domain 

Admin



Mitigations



Mitigating DHCP DNS Spoofing
• Disable DHCP DNS Dynamic Updates

• Name Protection: Prevent overwriting names that were 

already created by the DHCP server

• Doesn’t work

• DNS Credential: Specify an alternative credential to 

be used when sending updates

• Does work! Use it

• Don’t install Microsoft DHCP on a DC



Mitigating DNSUpdateProxy Risks
• Don’t use DNSUpdateProxy.



Mitigating DHCP Administrators abuse

• DHCP Admins group hygiene

• Employ relay mitigations 

• Don’t install Microsoft DHCP on a DC



Microsoft’s Response







Thank you!
@oridavid123
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